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�9C4DF4@9AF 7BEG84DEF69AAB= CB?<F<>< 6 EH9D9 B5M97B B5D4;B64A<S  <AB5DA4G>< $BEE<< 
A4CD46?S9F 8?S E6989A<S D4;D45BF4AAO9 �D9@9AAB= >B@<EE<9= %B69F4 (989D4J<< CB D4;6<F<R 
<AHBD@4J<BAAB7B B5M9EF64 @9FB8<K9E><9 D9>B@9A84J<< B D4;@9M9A<< A4 <AHBD@4J<BAAOI 
EF9A84I, BH<J<4?PAOI <AF9DA9F-E4=F4I < 8DG7<I <AHBD@4J<BAAOI D9EGDE4I 
B5M9B5D4;B64F9?PAOI BD74A<;4J<= < BD74AB6, BEGM9EF6?SRM<I GCD46?9A<9 6 EH9D9 B5D4;B64A<S, 
<AHBD@4J<< B 59;BC4EAB@ CB6989A<< < <ECB?P;B64A<< E9F< "�AF9DA9F". 
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" $�� �Щ�!�� !� �!("$ �*�"!!/) %&�!��), "(�*���0!/) 

�!&�$!�&-%��&�) � �$'��) �!("$ �*�"!!/) $�%'$%�) 

"�Щ�"�$��"��&��0!/) "$��!���*�� � "$��!"�, "%'Щ�%&��32Щ�) 

'#$����!�� � %(�$� "�$��"��!�3, �!("$ �*�� " ���"#�%!"  

#"����!�� � �%#"�0�"��!�� %�&� "�!&�$!�&" 
 

Э>EC9DF4@< < K?9A4@< �D9@9AAB= >B@<EE<< %B69F4 (989D4J<< CB D4;6<F<R 
<AHBD@4J<BAAB7B B5M9EF64 6 D4@>4I 6OCB?A9A<S D9>B@9A84J<= C4D?4@9AFE><I E?GL4A<= 
"�>FG4?PAO9 6BCDBEO B59EC9K9A<S 59;BC4EABEF< < D4;6<F<S 89F9= 6 <AHBD@4J<BAAB@ 
CDBEFD4AEF69", >BFBDO9 CDBL?< 6 %B69F9 (989D4J<< 17 4CD9?S 2017 7., 5O?< D4;D45BF4AO 
@9FB8<K9E><9 D9>B@9A84J<< B D4;@9M9A<< A4 <AHBD@4J<BAAOI EF9A84I, BH<J<4?PAOI 
<AF9DA9F-E4=F4I < 8DG7<I <AHBD@4J<BAAOI D9EGDE4I B5M9B5D4;B64F9?PAOI BD74A<;4J<= < 
BD74AB6, BEGM9EF6?SRM<I GCD46?9A<9 6 EH9D9 B5D4;B64A<S, <AHBD@4J<< B 59;BC4EAB@ CB6989A<< 
< <ECB?P;B64A<< E9F< "�AF9DA9F" (84?99 - @9FB8<K9E><9 D9>B@9A84J<<). 

 9FB8<K9E><9 D9>B@9A84J<< A4CD46?9AO A4 >4K9EF69AAB9 CB6OL9A<9 GDB6AS 
<AHBD@4J<BAAB= 89SF9?PABEF< B5M9B5D4;B64F9?PAOI BD74A<;4J<= < BD74AB6, BEGM9EF6?SRM<I 
GCD46?9A<9 6 EH9D9 B5D4;B64A<S, 6 K4EF< <AHBD@<DB64A<S GK4M<IES, <I DB8<F9?9= (;4>BAAOI 
CD98EF46<F9?9=) < C9847B7<K9E><I D45BFA<>B6 B5 BEAB6AOI 4EC9>F4I <AHBD@4J<BAAB= 
59;BC4EABEF<. 

 9FB8<K9E><9 D9>B@9A84J<< CB;6B?SF B5M9B5D4;B64F9?PAO@ BD74A<;4J<S@ < BD74A4@, 



BEGM9EF6?SRM<@ GCD46?9A<9 6 EH9D9 B5D4;B64A<S, 4>FG4?<;<DB64FP G:9 <ECB?P;G9@O9 < 
D4;@9M9AAO9 <AHBD@4J<BAAO9 @4F9D<4?O, F4> < CB87BFB6<FP <I 6 E?GK49 <I BFEGFEF6<S E GK9FB@ 
?GKL<I CD4>F<> < D9>B@9A84J<=. 

� D4@>4I @9FB8<K9E><I D9>B@9A84J<= D4EE@4FD<64RFES E?98GRM<9 <AEFDG@9AFO: 

1. <AHBD@4J<BAAO9 EF9A8O; 

2. BH<J<4?PAO9 <AF9DA9F-D9EGDEO; 

3. ED98EF64 @4EEB6B= <AHBD@4J<< (L>B?PAO9 74;9FO, C9847B7<K9E><9 <;84A<S < 8DG7<9). 
 

�AHBD@4J<BAAO9 EF9A8O 

 

!4 <AHBD@4J<BAAOI EF9A84I 6 B5M9B5D4;B64F9?PAOI BD74A<;4J<SI, D4ECB?B:9AAOI 6 HB=9 
GKD9:89A<= < 6 >45<A9F4I, BEA4M9AAOI C9DEBA4?PAO@< GEFDB=EF64@< 8?S 6OIB84 6 E9FP 
"�AF9DA9F", D9>B@9A8G9FES D4;@9EF<FP <AHBD@4J<BAAO9 C4@SF><, EB89D:4M<9 BEAB6AO9 EB69FO 
CB B59EC9K9A<R <AHBD@4J<BAAB= 59;BC4EABEF< GK4M<IES. 

� CD<?B:9A<< N 1 > @9FB8<K9E><@ D9>B@9A84J<S@ CD98EF46?9A B5D4;9J C4@SF>< 8?S 
D4;@9M9A<S A4 <AHBD@4J<BAAOI EF9A84I. 
 

%D98EF64 @4EEB6B= <AHBD@4J<< 

 

� ED98EF64I @4EEB6B= <AHBD@4J<<, BD<9AF<DB64AAOI A4 B5GK4RM<IES, D9>B@9A8G9FES 6 
F9K9A<9 GK95AB7B 7B84 D97G?SDAB CG5?<>B64FP <AHBD@4J<BAAO9 @4F9D<4?O, CBE6SM9AAO9 
BF89?PAO@ 4EC9>F4@ <AHBD@4J<BAAB= 59;BC4EABEF<, 4 F4>:9 D4;?<KAO9 C4@SF>< B5M97B 
I4D4>F9D4. 

� ED98EF64I @4EEB6B= <AHBD@4J<<, BD<9AF<DB64AAOI A4 C9847B7<K9E>GR B5M9EF69AABEFP, 
D9>B@9A8G9FES 6 F9K9A<9 >4?9A84DAB7B 7B84 D97G?SDAB CG5?<>B64FP <AHBD@4J<BAAO9 @4F9D<4?O, 
CBE6SM9AAO9 BF89?PAO@ 4EC9>F4@ <AHBD@4J<BAAB= 59;BC4EABEF< >4> A9EB69DL9AAB?9FA<I, F4> < 
B5M9B5D4;B64F9?PAOI BD74A<;4J<=, 4 F4>:9 D4;?<KAO9 C4@SF><, B5;BDO ABD@4F<6AB-CD46B6B7B 
D97G?<DB64A<S 84AAB= EH9DO < <AHBD@4J<R B 4>FG4?PAOI @9DBCD<SF<SI < EB5OF<SI 6 84AAB= 
EH9D9. 

� IB89 CDB6989A<S �8<AB7B GDB>4 CB 59;BC4EABEF< 6 E9F< "�AF9DA9F" D9>B@9A8G9FES 
B59EC9K<FP 6OCGE> F9@4F<K9E>B7B 6OCGE>4 ED98EF64 @4EEB6B= <AHBD@4J<< ?<5B E9D<< 
CG5?<>4J<=, ED98< >BFBDOI D4EE@BFD9FP BD74A<;B64AAO9 @9DBCD<SF<S 8?S B5GK4RM<IES, <I 
DB8<F9?9= (;4>BAAOI CD98EF46<F9?9=) < C9847B7<K9E>B= B5M9EF69AABEF<. 
 

"H<J<4?PAO9 �AF9DA9F-D9EGDEO 

 

"5M9B5D4;B64F9?PAO@ BD74A<;4J<S@ D9>B@9A8G9FES A4 E6B<I BH<J<4?PAOI 
�AF9DA9F-D9EGDE4I B59EC9K<FP HGA>J<BA<DB64A<9 E4@BEFBSF9?PAB7B < EC9J<4?<;<DB64AAB7B 
D4;89?4 "�AHBD@4J<BAA4S 59;BC4EABEFP", 6 D4@>4I >BFBDB7B CD98GE@BFD9FP D4;@9M9A<9 
E?98GRM9= <AHBD@4J<<: 
 

N $4;89?/CB8D4;89? (BD@4F 
CD98EF46?9A<S 

%B89D:4A<9 @4F9D<4?B6 



@4F9D<4?B6 

1. �B>4?PAO9 
ABD@4F<6AO9 4>FO 
6 EH9D9 
B59EC9K9A<S 
<AHBD@4J<BAAB= 
59;BC4EABEF< 
B5GK4RM<IES 

�BC<< 8B>G@9AFB6 6 
HBD@4F9 *PDF 

$4;@9M4RFES >BC<< 8B>G@9AFB6, F.9. 
E>4A<DB64AAO= 64D<4AF 8B>G@9AF4, 
EBBF69FEF6GRM<= FD95B64A<S@ > 
C4D4@9FD4@ E>4A<DB64A<S. 
$4;@9M4RFES 8B>G@9AFO, 
D97?4@9AF<DGRM<9 BD74A<;4J<R < 
D45BFG E C9DEBA4?PAO@< 84AAO@<, 
C?4AO @9DBCD<SF<= CB B59EC9K9A<R 
<AHBD@4J<BAAB= 59;BC4EABEF< 
B5GK4RM<IES < 8DG7<9. 

2. !BD@4F<6AB9 
D97G?<DB64A<9 

�BC<< 8B>G@9AFB6 6 
HBD@4F9 *PDF 

#G5?<>GRFES 4>FG4?PAO9 E6989A<S B 
H989D4?PAOI < D97<BA4?PAOI 
;4>BA4I, C<EP@4I BD74AB6 6?4EF< < 
8DG7<9 ABD@4F<6AB-CD46B6O9 
8B>G@9AFO, D97?4@9AF<DGRM<9 
B59EC9K9A<9 <AHBD@4J<BAAB= 
59;BC4EABEF< A9EB69DL9AAB?9FA<I. 
�BCGE>49FES 6@9EFB >BC<= 
D4;@9M4FP 7<C9DEEO?>< A4 
EBBF69FEF6GRM<9 8B>G@9AFO A4 
E4=F4I BD74AB6 7BEG84DEF69AAB= 
6?4EF<. 

3. #9847B7<K9E><@ 
D45BFA<>4@ 

&9>EF A4 EFD4A<J9 
E4=F4 
�BC<< 8B>G@9AFB6 6 
HBD@4F9 *PDF 

$4;@9M4RFES @9FB8<K9E><9 
D9>B@9A84J<< < G>4;O649FES 
<AHBD@4J<S B @9DBCD<SF<SI, 
CDB9>F4I < CDB7D4@@4I, 
A4CD46?9AAOI A4 CB6OL9A<9 
<AHBD@4J<BAAB= 7D4@BFABEF< 
C9847B7<K9E><I D45BFA<>B6. 

4. "5GK4RM<@ES &9>EF A4 EFD4A<J9 
E4=F4 

$4;@9M49FES <AHBD@4J<BAA4S 
C4@SF>4 (CD<?B:9A<9 N 2) < 
G>4;O649FES <AHBD@4J<S B 
@9DBCD<SF<SI, CDB9>F4I < 
CDB7D4@@4I, A4CD46?9AAOI A4 
CB6OL9A<9 <AHBD@4J<BAAB= 
7D4@BFABEF< B5GK4RM<IES. 

5. $B8<F9?S@ 
(;4>BAAO@ 
CD98EF46<F9?S@) 
B5GK4RM<IES 

&9>EF A4 EFD4A<J9 
E4=F4 

$4;@9M49FES <AHBD@4J<BAA4S 
C4@SF>4 (CD<?B:9A<9 N 3). 

6. �9FE><9 59;BC4EAO9 
E4=FO 

&9>EF A4 EFD4A<J9 
E4=F4 

$4;@9M49FES <AHBD@4J<S B 
D9>B@9A8G9@OI > <ECB?P;B64A<R 6 
GK95AB@ CDBJ9EE9 59;BC4EAOI 
E4=F4I, 54AA9DO 59;BC4EAOI 89FE><I 



E4=FB6. 
 

"D74A4@, BEGM9EF6?SRM<@ GCD46?9A<9 6 EH9D9 B5D4;B64A<S, D9>B@9A8G9FES A4 E6B<I 
BH<J<4?PAOI �AF9DA9F-D9EGDE4I B59EC9K<FP HGA>J<BA<DB64A<9 E4@BEFBSF9?PAB7B < 
EC9J<4?<;<DB64AAB7B D4;89?4 "�AHBD@4J<BAA4S 59;BC4EABEFP", 6 D4@>4I >BFBDB7B CD98GE@BFD9FP 
D4;@9M9A<9 E?98GRM9= <AHBD@4J<<: 
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#� 3&�� 

��3 "�'+�2Щ�)%3 "� �!("$ �*�"!!"� ���"#�%!"%&� ��&�� 

 

!��0�3 

1. �E9@ CB8DS8 EBB5M4FP E6BR K4EFAGR <AHBD@4J<R (A4EFBSM<9 <@S, H4@<?<R, F9?9HBA, 
48D9E, AB@9D L>B?O, 4 F4>:9 HBFB7D4H<< E6B<, E6B9= E9@P< < 8DG;9=); 

2. "F>DO64FP 6?B:9AAO9 H4=?O Q?9>FDBAAB= CBKFO, >B784 A9 ;A49LP BFCD46<F9?S; 

3. �DG5<FP, CD<8<D4FPES, B>4;O64FP 846?9A<9 - 69EF< E95S A969:?<6B < 47D9EE<6AB; 

4. !9 D4ECBDS:4=ES 89AP74@< F6B9= E9@P< 59; D4;D9L9A<S EF4DL<I - 6E9784 ECD4L<64= 
DB8<F9?9=; 

5. !9 6EFD9K4=ES E �AF9DA9F-;A4>B@O@< 6 D94?PAB= :<;A< - CBEB69FG=ES EB 6;DBE?O@, 
>BFBDB@G 8B69DS9LP. 
 

"%&"$"�!" 

1. !9 6E9 C<LGF CD468G. '<F49LP B E959 A9CD468G 6 �AF9DA9F9 - EBB5M< B5 QFB@ E6B<@ 
DB8<F9?S@ <?< BC9>GA4@; 

2. #D<7?4L4RF C9D9C<EO64FPES, <7D4FP, B5@9A<64FPES - CDB69DP, A9F ?< CB86BI4; 

3. !9;4>BAAB9 >BC<DB64A<9 H4=?B6 6 �AF9DA9F9 - 6BDB6EF6B; 

4. �E9784 D4EE>4;O64= 6;DBE?O@ B CDB5?9@4I 6 E9F< - BA< 6E9784 CB@B7GF; 

5. �ECB?P;G= A4EFDB=>< 59;BC4EABEF< < CD<64FABEF<, KFB5O A9 CBF9DSFP E6B< 4>>4GAFO 6 
EBJE9FSI < 8DG7<I CBDF4?4I. 
 

 "�!" 

1. '64:4= 8DG7<I CB?P;B64F9?9=; 

2. #B?P;G9LPES �AF9DA9F-<EFBKA<>B@ - 89?4= EEO?>G A4 A97B; 



3. "F>DO64= FB?P>B F9 EEO?><, 6 >BFBDOI G69D9A; 

4. "5M4FPES ;4 CB@BMPR 6;DBE?O@ - DB8<F9?<, BC9>GAO < 48@<A<EFD4J<S E4=FB6 6E9784 
CB@B7GF; 

5. #DB=8< B5GK9A<9 A4 E4=F9 "%9F96<KB>" < CB?GK< C4ECBDF J<HDB6B7B 7D4:84A<A4! 
 

 

 

 

 

#D<?B:9A<9 N 2 
 

�!("$ �*�"!!�3 #� 3&�� 

��3 "�'+�2Щ�)%3 ��3 $�� �Щ�!�3 

!� "(�*���0!/) �!&�$!�&-$�%'$%�) 

 

% >4:8O@ 7B8B@ @B?B89:< 6 <AF9DA9F9 EF4AB6<FPES 5B?PL9, 4 L>B?PA<>< B8A< <; E4@OI 
4>F<6AOI CB?P;B64F9?9= $GA9F4.  9:8G F9@, CB@<@B B7DB@AB7B >B?<K9EF64 6B;@B:ABEF9=, 
<AF9DA9F A9E9F < CDB5?9@O. ЭF4 C4@SF>4 8B?:A4 CB@BKP F959 59;BC4EAB A4IB8<FPES 6 E9F<. 
 

�B@CPNF9DAO9 6<DGEO 

 

�B@CPRF9DAO= 6<DGE - QFB D4;AB6<8ABEFP >B@CPRF9DAOI CDB7D4@@, BF?<K<F9?PAB= 
BEB59AABEFPR >BFBDB= S6?S9FES ECBEB5ABEFP > D4;@AB:9A<R. � 8BCB?A9A<9 > QFB@G, 6<DGEO @B7GF 
CB6D98<FP <?< CB?ABEFPR GA<KFB:<FP 6E9 H4=?O < 84AAO9, CB8>BAFDB?PAO9 CB?P;B64F9?R, BF 
<@9A< >BFBDB7B 5O?4 ;4CGM9A4 ;4D4:9AA4S CDB7D4@@4, 4 F4>:9 CB6D98<FP <?< 84:9 GA<KFB:<FP 
BC9D4J<BAAGR E<EF9@G EB 6E9@< H4=?4@< 6 J9?B@. � 5B?PL<AEF69 E?GK496 D4ECDBEFD4ASRFES 
6<DGEO K9D9; <AF9DA9F. 

 9FB8O ;4M<FO BF 6D98BABEAOI CDB7D4@@: 

1. �ECB?P;G= EB6D9@9AAO9 BC9D4J<BAAO9 E<EF9@O, <@9RM<9 E9DP9;AO= GDB69AP ;4M<FO BF 
6D98BABEAOI CDB7D4@@; 

2. #BEFBSAAB GEF4A46?<64= C4KF< (J<HDB6O9 ;4C?4F><, >BFBDO9 46FB@4F<K9E>< 
GEF4A46?<64RFES E J9?PR 8BD45BF>< CDB7D4@@O) < 8DG7<9 B5AB6?9A<S E6B9= BC9D4J<BAAB= 
E<EF9@O. %>4K<64= <I FB?P>B E BH<J<4?PAB7B E4=F4 D4;D45BFK<>4 "%. �E?< EGM9EF6G9F D9:<@ 
46FB@4F<K9E>B7B B5AB6?9A<S, 6>?RK< 97B; 

3. $45BF4= A4 E6B9@ >B@CPRF9D9 CB8 CD464@< CB?P;B64F9?S, 4 A9 48@<A<EFD4FBD4. ЭFB A9 
CB;6B?<F 5B?PL<AEF6G 6D98BABEAOI CDB7D4@@ <AEF4??<DB64FPES A4 F6B9@ C9DEBA4?PAB@ 
>B@CPRF9D9; 

4. �ECB?P;G= 4AF<6<DGEAO9 CDB7D4@@AO9 CDB8G>FO <;69EFAOI CDB<;6B8<F9?9=, E 
46FB@4F<K9E><@ B5AB6?9A<9@ 54;; 

5. "7D4A<KP H<;<K9E><= 8BEFGC > >B@CPRF9DG 8?S CBEFBDBAA<I ?<J; 

6. �ECB?P;G= 6A9LA<9 ABE<F9?< <AHBD@4J<<, F4><9 >4> H?9L>4, 8<E> <?< H4=? <; <AF9DA9F4, 
FB?P>B <; CDB69D9AAOI <EFBKA<>B6; 



7. !9 BF>DO64= >B@CPRF9DAO9 H4=?O, CB?GK9AAO9 <; A9A489:AOI <EFBKA<>B6. �4:9 F9 
H4=?O, >BFBDO9 CD<E?4? F6B= ;A4>B@O=. �GKL9 GFBKA< G A97B, BFCD46?S? ?< BA F959 <I. 
 

%9F< WI-FI 

 

Wi-Fi - QFB A9 6<8 C9D984K< 84AAOI, A9 F9IAB?B7<S, 4 6E97B ?<LP 5D9A8, @4D>4. �M9 6 1991 
7B8G A<89D?4A8E>4S >B@C4A<S ;4D97<EFD<DB64?4 5D9A8 "WECA", KFB B5B;A4K4?B E?B6BEBK9F4A<9 
"Wireless Fidelity", >BFBDO= C9D96B8<FES >4> "59ECDB6B8A4S FBKABEFP". 

�B A4L97B 6D9@9A< 8BL?4 8DG74S 455D96<4FGD4, >BFBD4S S6?S9FES F4>B= :9 F9IAB?B7<9=. ЭFB 
455D96<4FGD4 "Wi-Fi". &4>B9 A4;64A<9 5O?B 84AB E A4@9>B@ A4 EF4A84DF 6OEL9= ;6G>B6B= F9IA<>< 
Hi-Fi, KFB 6 C9D96B89 B;A4K49F "6OEB>4S FBKABEFP". 

�4, 59EC?4FAO= <AF9DA9F-8BEFGC 6 >4H9, BF9?SI < 4QDBCBDF4I S6?S9FES BF?<KAB= 
6B;@B:ABEFPR 6OIB84 6 <AF9DA9F. !B @AB7<9 Q>EC9DFO EK<F4RF, KFB B5M98BEFGCAO9 Wi-Fi E9F< A9 
S6?SRFES 59;BC4EAO@<. 

%B69FO CB 59;BC4EABEF< D45BFO 6 B5M98BEFGCAOI E9FSI Wi-fi: 

1. !9 C9D98464= E6BR ?<KAGR <AHBD@4J<R K9D9; B5M98BEFGCAO9 Wi-Fi E9F<. $45BF4S 6 A<I, 
:9?4F9?PAB A9 66B8<FP C4DB?< 8BEFGC4, ?B7<AO < >4><9-FB AB@9D4; 

2. �ECB?P;G= < B5AB6?S= 4AF<6<DGEAO9 CDB7D4@@O < 5D4A8@4G9D. &9@ E4@O@ FO 
B59;BC4E<LP E95S BF ;4>4K>< 6<DGE4 A4 F6B9 GEFDB=EF6B; 

3. #D< <ECB?P;B64A<< Wi-Fi BF>?RK< HGA>J<R ""5M<= 8BEFGC > H4=?4@ < CD<AF9D4@". 
�4AA4S HGA>J<S ;4>DOF4 CB G@B?K4A<R, B8A4>B A9>BFBDO9 CB?P;B64F9?< 4>F<6<DGRF 99 8?S 
G8B5EF64 <ECB?P;B64A<S 6 D45BF9 <?< GK959; 

4. !9 <ECB?P;G= CG5?<KAO= WI-FI 8?S C9D984K< ?<KAOI 84AAOI, A4CD<@9D 8?S 6OIB84 6 
EBJ<4?PAO9 E9F< <?< 6 Q?9>FDBAAGR CBKFG; 

5. �ECB?P;G= FB?P>B ;4M<M9AAB9 EB98<A9A<9 K9D9; HTTPS, 4 A9 HTTP, F.9. CD< A45BD9 
695-48D9E4 66B8< <@9AAB "https://"; 

6. � @B5<?PAB@ F9?9HBA9 BF>?RK< HGA>J<R "#B8>?RK9A<9 > Wi-Fi 46FB@4F<K9E><". !9 
8BCGE>4= 46FB@4F<K9E>B7B CB8>?RK9A<S GEFDB=EF64 > E9FS@ Wi-Fi 59; F6B97B EB7?4E<S. 
 

%BJ<4?PAO9 E9F< 

 

%BJ<4?PAO9 E9F< 4>F<6AB 6IB8SF 6 A4LG :<;AP, @AB7<9 ?R8< D45BF4RF < :<6GF F4@ 
CBEFBSAAB, 4 6 Facebook G:9 ;4D97<EFD<DB64A @<??<4D8 K9?B69>, KFB S6?S9FES B8AB= E98P@B= 6E9I 
:<F9?9= C?4A9FO.  AB7<9 CB?P;B64F9?< A9 CBA<@4RF, KFB <AHBD@4J<S, D4;@9M9AA4S <@< 6 
EBJ<4?PAOI E9FSI, @B:9F 5OFP A4=89A4 < <ECB?P;B64A4 >9@ G7B8AB, 6 FB@ K<E?9 A9 B5S;4F9?PAB E 
5?47<@< A4@9D9A<S@<. 

"EAB6AO9 EB69FO CB 59;BC4EABEF< 6 EBJ<4?PAOI E9FSI: 

1. "7D4A<KP EC<EB> 8DG;9=. ' F95S 6 8DG;PSI A9 8B?:AB 5OFP E?GK4=AOI < A9;A4>B@OI 
?R89=; 

2. �4M<M4= E6BR K4EFAGR :<;AP. !9 G>4;O64= C4DB?<, F9?9HBAO, 48D9E4, 84FG F6B97B 



DB:89A<S < 8DG7GR ?<KAGR <AHBD@4J<R. �?BG@OL?9AA<>< @B7GF <ECB?P;B64FP 84:9 
<AHBD@4J<R B FB@, >4> FO < F6B< DB8<F9?< C?4A<DG9F9 CDB69EF< >4A<>G?O; 

3. �4M<M4= E6BR D9CGF4J<R - 89D:< 99 6 K<EFBF9 < ;48464= E959 6BCDBE: IBF9? 5O FO, KFB5O 
8DG7<9 CB?P;B64F9?< 6<89?<, KFB FO ;47DG:49LP? #B8G@4=, CD9:89 K9@ KFB-FB BCG5?<>B64FP, 
A4C<E4FP < ;47DG;<FP; 

4. �E?< FO 7B6BD<LP E ?R8P@<, >BFBDOI A9 ;A49LP, A9 <ECB?P;G= E6B9 D94?PAB9 <@S < 8DG7GR 
?<KAGR <AHBD@4J<<: <@S, @9EFB :<F9?PEF64, @9EFB GK95O < CDBK99; 

5. �;5974= D4;@9M9A<S HBFB7D4H<= 6 �AF9DA9F9, 789 FO <;B5D4:9A A4 @9EFABEF<, CB >BFBDB= 
@B:AB BCD989?<FP F6B9 @9EFBCB?B:9A<9; 

6. #D< D97<EFD4J<< 6 EBJ<4?PAB= E9F< A9B5IB8<@B <ECB?P;B64FP E?B:AO9 C4DB?<, EBEFBSM<9 
<; 5G>6 < J<HD < E >B?<K9EF6B@ ;A4>B6 A9 @9A99 8; 

7. �?S EBJ<4?PAB= E9F<, CBKFO < 8DG7<I E4=FB6 A9B5IB8<@B <ECB?P;B64FP D4;AO9 C4DB?<. 
&B784 9E?< F95S 6;?B@4RF, FB ;?BG@OL?9AA<>< CB?GK4F 8BEFGC FB?P>B > B8AB@G @9EFG, 4 A9 6B 6E9 
ED4;G. 
 

1?9>FDBAAO9 89AP7< 

 

Э?9>FDBAAO9 89AP7< - QFB BK9AP G8B5AO= ECBEB5 C?4F9:9=, B8A4>B EGM9EF6GRF @BL9AA<><, 
>BFBDO9 IBFSF CB?GK<FP QF< 89AP7<. 

Э?9>FDBAAO9 89AP7< CBS6<?<EP EB6E9@ A9846AB < <@9AAB <;-;4 QFB7B 6B @AB7<I 7BEG84DEF64I 
8B E<I CBD A9 CDBC<E4AB CDB A<I 6 ;4>BA4I. 

� $BEE<< :9 BA< HGA>J<BA<DGRF < B A<I G:9 CDBC<E4AB 6 ;4>BA9, 789 <I D4;89?SRF A4 
A9E>B?P>B 6<8B6 - 4ABA<@AO9 < A9 4ABA<@AO9. $4;A<J4 6 FB@, KFB 4ABA<@AO9 - QFB F9, 6 >BFBDOI 
D4;D9L49FES CDB6B8<FP BC9D4J<< 59; <89AF<H<>4J<< CB?P;B64F9?S, 4 6 A94ABA<@AOI 
<89AF<H<>4J<S CB?P;B64F9?S S6?S9FES B5S;4F9?PAB=. 

&4>:9 E?98G9F D4;?<K4FP Q?9>FDBAAO9 H<4FAO9 89AP7< (D46AO 7BEG84DEF69AAO@ 64?RF4@) < 
Q?9>FDBAAO9 A9H<4FAO9 89AP7< (A9 D46AO 7BEG84DEF69AAO@ 64?RF4@). 

"EAB6AO9 EB69FO CB 59;BC4EAB= D45BF9 E Q?9>FDBAAO@< 89AP74@<: 

1. #D<6S:< > EK9FG @B5<?PAO= F9?9HBA. ЭFB E4@O= G8B5AO= < 5OEFDO= ECBEB5 6BEEF4AB6<FP 
8BEFGC > EK9FG. #D<6S;4AAO= F9?9HBA CB@B:9F, 9E?< ;45G89LP E6B= C?4F9:AO= C4DB?P <?< 
;4=89LP A4 E4=F E A9;A4>B@B7B GEFDB=EF64; 

2. �ECB?P;G= B8ABD4;B6O9 C4DB?<. #BE?9 C9D9IB84 A4 GE<?9AAGR 46FBD<;4J<R F959 G:9 A9 
5G89F G7DB:4FP BC4EABEFP >D4:< <?< C9D9I64F4 C?4F9:AB7B C4DB?S; 

3. �O59D< E?B:AO= C4DB?P. #D9EFGCA<>4@ 5G89F A9 CDBEFB G7484FP E?B:AO= C4DB?P. 
!489:AO9 C4DB?< - QFB C4DB?<, >BFBDO9 EB89D:4F A9 @9A99 8 ;A4>B6 < 6>?RK4RF 6 E95S EFDBKAO9 < 
CDBC<EAO9 5G>6O, J<HDO < A9E>B?P>B E<@6B?B6, F4><9 >4> ;A4> 8B??4D4, HGAF4, 6BE>?<J4F9?PAO= 
;A4> < F.C. !4CD<@9D, $tR0ng!;; 

4. !9 66B8< E6B< ?<KAO9 84AAO9 A4 E4=F4I, >BFBDO@ A9 8B69DS9LP. 
 



1?9>FDBAA4O CBKF4 

 

Э?9>FDBAA4S CBKF4 - QFB F9IAB?B7<S < CD98BEF46?S9@O9 9R GE?G7< CB C9D9EO?>9 < 
CB?GK9A<R Q?9>FDBAAOI EBB5M9A<=, >BFBDO9 D4ECD989?SRFES 6 >B@CPRF9DAB= E9F<. "5OKAB 
Q?9>FDBAAO= CBKFB6O= SM<> 6O7?S8<F E?98GRM<@ B5D4;B@: <@S_CB?P;B64F9?S@<@S_8B@9A4. 
&4>:9 >DB@9 C9D984K< CDBEFB7B F9>EF4, <@99FES 6B;@B:ABEFP C9D98464FP H4=?O. 

"EAB6AO9 EB69FO CB 59;BC4EAB= D45BF9 E Q?9>FDBAAB= CBKFB=: 

1. !48B 6O5D4FP CD46<?PAO= CBKFB6O= E9D6<E. � <AF9DA9F9 9EFP B7DB@AO= 6O5BD 
59EC?4FAOI CBKFB6OI E9D6<EB6, B8A4>B ?GKL9 8B69DSFP F9@, >B7B ;A49LP < >FB C9D6O= 6 D9=F<A79; 

2. !9 G>4;O64= 6 ?<KAB= CBKF9 ?<KAGR <AHBD@4J<R. !4CD<@9D, ?GKL9 6O5D4FP 
"@G;O>4?PAO=_H4A4F@" <?< "DB>2013" 6@9EFB "F9@413"; 

3. �ECB?P;G= 86GIQF4CAGR 46FBD<;4J<R. ЭFB >B784 CB@<@B C4DB?S AG:AB 66B8<FP >B8, 
CD<EO?49@O= CB SMS; 

4. �O59D< E?B:AO= C4DB?P. �?S >4:8B7B CBKFB6B7B SM<>4 8B?:9A 5OFP E6B= A489:AO=, 
GEFB=K<6O= > 6;?B@G C4DB?P; 

5. �E?< 9EFP 6B;@B:ABEFP A4C<E4FP E4@B@G E6B= ?<KAO= 6BCDBE, <ECB?P;G= QFG 6B;@B:ABEFP; 

6. �ECB?P;G= A9E>B?P>B CBKFB6OI SM<>B6. #9D6O= 8?S K4EFAB= C9D9C<E>< E 48D9E4F4@<, 
>BFBDO@ FO 8B69DS9LP. ЭFB Q?9>FDBAAO= 48D9E A9 A48B <ECB?P;B64FP CD< D97<EFD4J<< A4 HBDG@4I 
< E4=F4I; 

7. !9 BF>DO64= H4=?O < 8DG7<9 6?B:9A<S 6 C<EP@4I, 84:9 9E?< BA< CD<L?< BF F6B<I 8DG;9=. 
�GKL9 GFBKA< G A<I, BFCD46?S?< ?< BA< F959 QF< H4=?O; 

8. #BE?9 B>BAK4A<S D45BFO A4 CBKFB6B@ E9D6<E9 C9D98 ;4>DOF<9@ 6>?48>< E E4=FB@ A9 ;45G8P 
A4:4FP A4 "�O=F<". 
 

�<59D5G??<A7 <?< 6<DFG4?PAB9 <;8964F9?PEF6B 

 

�<59D5G??<A7 - CD9E?98B64A<9 EBB5M9A<S@<, EB89D:4M<@< BE>BD5?9A<S, 47D9EE<R, 
;4CG7<64A<9; IG?<74AEF6B; EBJ<4?PAB9 5B=>BF<DB64A<9 E CB@BMPR D4;?<KAOI <AF9DA9F-E9D6<EB6. 

"EAB6AO9 EB69FO CB 5BDP59 E ><59D5G??<A7B@: 

1. !9 5DBE4=ES 6 5B=. �GKL<= ECBEB5: CBEB69FB64FPES >4> E95S 69EF< <, 9E?< A9F FB7B, > >B@G 
@B:AB B5D4F<FPES, FB 6A4K4?9 GECB>B<FPES. �E?< FO A4KA9LP BF69K4FP BE>BD5?9A<S@< A4 
BE>BD5?9A<S, FB FB?P>B 9M9 5B?PL9 D4;B::9LP >BAH?<>F; 

2. 'CD46?S= E6B9= ><59DD9CGF4J<9=; 

3. �ABA<@ABEFP 6 E9F< @A<@4S. %GM9EF6GRF ECBEB5O 6OSEA<FP, >FB EFB<F ;4 4ABA<@AO@ 
4>>4GAFB@; 

4. !9 EFB<F 69EF< IG?<74AE><= B5D4; 6<DFG4?PAB= :<;A<. �AF9DA9F H<>E<DG9F 6E9 F6B< 
89=EF6<S < EBID4AS9F <I. '84?<FP <I 5G89F >D4=A9 ;4FDG8A<F9?PAB; 



5. %B5?R84= E6BR 6<DFG4?PAGR K9EFP E@B?B8G; 

6. �7ABD<DG= 98<A<KAO= A974F<6. "8ABD4;B6O9 BE>BD5<F9?PAO9 EBB5M9A<S ?GKL9 
<7ABD<DB64FP. "5OKAB 47D9EE<S CD9>D4M49FES A4 A4K4?PAB= EF48<<; 

7. �4A 47D9EEBD4. � CDB7D4@@4I B5@9A4 @7AB69AAO@< EBB5M9A<S@<, 6 EBJ<4?PAOI E9FSI 9EFP 
6B;@B:ABEFP 5?B><DB6>< BFCD46>< EBB5M9A<= E BCD989?9AAOI 48D9EB6; 

8. �E?< FO E6<89F9?P ><59D5G??<A74. &6B< 89=EF6<S: 6OEFGC<FP CDBF<6 CD9E?98B64F9?S, 
CB>4;4FP 9@G, KFB 97B 89=EF6<S BJ9A<64RFES A974F<6AB, CB889D:4FP :9DF6G, >BFBDB= AG:A4 
CE<IB?B7<K9E>4S CB@BMP, EBB5M<FP 6;DBE?O@ B H4>F9 47D9EE<6AB7B CB6989A<S 6 E9F<. 
 

 B5<?PAO= F9?9HBA 

 

%B6D9@9AAO9 E@4DFHBAO < C?4AL9FO EB89D:4F 6 E959 6CB?A9 6;DBE?O= HGA>J<BA4?, < 
F9C9DP BA< @B7GF >BA>GD<DB64FP EB EF4J<BA4DAO@< >B@CPRF9D4@<. "8A4>B, ED98EF6 ;4M<FO 8?S 
CB8B5AOI GEFDB=EF6 CB>4 BK9AP @4?B. &9EF<DB64A<9 < CB<E> GS;6<@BEF9= 6 A<I CDB<EIB8<F A9 F4> 
<AF9AE<6AB, >4> 8?S #�, FB :9 E4@B9 >4E49FES < @B5<?PAOI CD<?B:9A<=. 

%B6D9@9AAO9 @B5<?PAO9 5D4G;9DO G:9 CD4>F<K9E>< 8B7A4?< A4EFB?PAO9 4A4?B7<, B8A4>B 
D4EL<D9A<9 HGA>J<BA4?4 6?9K9F ;4 EB5B= 5B?PLGR E?B:ABEFP < @9APLGR ;4M<M9AABEFP. 

�4?9>B A9 6E9 CDB<;6B8<F9?< 6OCGE>4RF B5AB6?9A<S, ;4>DO64RM<9 >D<F<K9E><9 GS;6<@BEF< 
8?S E6B<I GEFDB=EF6. 

"EAB6AO9 EB69FO 8?S 59;BC4EABEF< @B5<?PAB7B F9?9HBA4: 

!<K97B A9 S6?S9FES CB-A4EFBSM9@G 59EC?4FAO@. �G8P BEFBDB:9A, 698P >B784 F959 CD98?474RF 
59EC?4FAO= >BAF9AF, 6 A9@ @B7GF 5OFP E>DOFO >4><9-FB C?4FAO9 GE?G7<; 

�G@4=, CD9:89 K9@ BFCD46<FP SMS, HBFB <?< 6<89B. &O FBKAB ;A49LP, 789 BA< 5G8GF 6 
>BA9KAB@ <FB79? 

!9B5IB8<@B B5AB6?SFP BC9D4J<BAAGR E<EF9@G F6B97B E@4DFHBA4; 

�ECB?P;G= 4AF<6<DGEAO9 CDB7D4@@O 8?S @B5<?PAOI F9?9HBAB6; 

!9 ;47DG:4= CD<?B:9A<S BF A9<;69EFAB7B <EFBKA<>4, 698P BA< @B7GF EB89D:4FP 6D98BABEAB9 
CDB7D4@@AB9 B59EC9K9A<9; 

#BE?9 FB7B >4> FO 6O=89LP E E4=F4, 789 66B8<? ?<KAGR <AHBD@4J<R, ;4=8< 6 A4EFDB=>< 
5D4G;9D4 < G84?< cookies; 

#9D<B8<K9E>< CDB69DS=, >4><9 C?4FAO9 GE?G7< 4>F<6<DB64AO A4 F6B9@ AB@9D9; 

�464= E6B= AB@9D @B5<?PAB7B F9?9HBA4 FB?P>B ?R8S@, >BFBDOI FO ;A49LP < >B@G 
8B69DS9LP; 

Bluetooth 8B?:9A 5OFP 6O>?RK9A, >B784 FO <@ A9 CB?P;G9LPES. !9 ;45O64= <AB784 CDB69DSFP 
QFB. 
 

Online <7DO 



 

%B6D9@9AAO9 BA?4=A-<7DO - QFB >D4EBKAO9, ;4I64FO64RM<9 D4;6?9K9A<S, B5N98<ASRM<9 
EBFA< FOESK K9?B69> CB 6E9@G @<DG. �7DB>< <EE?98GRF 84AAO= <@ @<D, B5M4RFES 8DG7 E 8DG7B@, 
6OCB?ASRF ;484A<S, ED4:4RFES E @BAEFD4@< < CB?GK4RF BCOF. �4 G8B6B?PEF6<9 BA< C?4FSF: 
CB>GC4RF 8<E>, BC?4K<64RF 45BA9@9AF <?< CD<B5D9F4RF >4><9-FB BCJ<<. 

�E9 QF< ED98EF64 <8GF A4 CB889D:4A<9 < D4;6<F<9 <7DO, 4 F4>:9 A4 E4@G 59;BC4EABEFP: 
EB69DL9AEF6GRFES E<EF9@O 46FBD<;4J<<, 6OCGE>4RFES AB6O9 C4FK< (J<HDB6O9 ;4C?4F>< 8?S 
CDB7D4@@), ;4>DO64RFES GS;6<@BEF< E9D69DB6. 

� CB8B5AOI <7D4I EFB<F BC4E4FPES A9 EFB?P>B E6B<I EBC9DA<>B6, E>B?P>B >D4:< F6B97B 
C4DB?S, A4 >BFBDB@ BEAB64A4 E<EF9@4 46FBD<;4J<< 5B?PL<AEF64 <7D. 

"EAB6AO9 EB69FO CB 59;BC4EABEF< F6B97B <7DB6B7B 4>>4GAF4: 

1. �E?< 8DG7B= <7DB> 6989F E95S C?BIB <?< EB;849F F959 A9CD<SFABEF<, ;45?B><DG= 97B 6 
EC<E>9 <7DB>B6; 

2. #B:4?G=ES 48@<A<EFD4FBD4@ <7DO A4 C?BIB9 CB6989A<9 QFB7B <7DB>4, :9?4F9?PAB 
CD<?B:<FP >4><9-FB 8B>4;4F9?PEF64 6 6<89 E>D<AB6; 

3. !9 G>4;O64= ?<KAGR <AHBD@4J<R 6 CDBH4=?9 <7DO; 

4. '64:4= 8DG7<I GK4EFA<>B6 CB <7D9; 

5. !9 GEF4A46?<64= A9BH<J<4?PAO9 C4FK< < @B8O; 

6. �ECB?P;G= E?B:AO9 < D4;AO9 C4DB?<; 

7. �4:9 6B 6D9@S <7DO A9 EFB<F BF>?RK4FP 4AF<6<DGE. #B>4 FO <7D49LP, F6B= >B@CPRF9D 
@B7GF ;4D4;<FP. 
 

(<L<A7 <?< >D4:4 ?<KAOI 84AAOI 

 

"5OKAB= >D4:9= 89A97 < 8B>G@9AFB6 E97B8AS G:9 A<>B7B A9 G8<6<LP, AB E D4;6<F<9@ 
<AF9DA9F-F9IAB?B7<= ;?BG@OL?9AA<>< C9D9@9EF<?<EP 6 <AF9DA9F, < CDB8B?:4RF ;4A<@4FPES 
"?R5<@O@" 89?B@. 

&4> CBS6<?4EP AB64S G7DB;4: <AF9DA9F-@BL9AA<K9EF64 <?< H<L<A7, 7?46A4S J9?P >BFBDB7B 
EBEFB<F 6 CB?GK9A<< >BAH<89AJ<4?PAOI 84AAOI CB?P;B64F9?9= - ?B7<AB6 < C4DB?9=. !4 
4A7?<=E>B@ S;O>9 phishing K<F49FES >4> H<L<A7 (BF fishing - DO5A4S ?B6?S, password - C4DB?P). 

"EAB6AO9 EB69FO CB 5BDP59 E H<L<A7B@: 

1. %?98< ;4 E6B<@ 4>>4GAFB@. �E?< FO CB8B;D9649LP, KFB F6BS 4A>9F4 5O?4 6;?B@4A4, FB 
A9B5IB8<@B ;45?B><DB64FP 99 < EBB5M<FP 48@<A<EFD4FBD4@ D9EGDE4 B5 QFB@ >4> @B:AB E>BD99; 

2. �ECB?P;G= 59;BC4EAO9 695-E4=FO, 6 FB@ K<E?9, <AF9DA9F-@474;<AB6 < CB<E>B6OI E<EF9@; 

3. �ECB?P;G= E?B:AO9 < D4;AO9 C4DB?<. &4><@ B5D4;B@, 9E?< F95S 6;?B@4RF, FB 
;?BG@OL?9AA<>< CB?GK4F 8BEFGC FB?P>B > B8AB@G F6B9@G CDBH<?R 6 E9F<, 4 A9 >B 6E9@; 



4. �E?< F95S 6;?B@4?<, FB A9B5IB8<@B CD98GCD98<FP 6E9I E6B<I ;A4>B@OI, >BFBDO9 
8B546?9AO G F95S 6 8DG;PSI, B FB@, KFB F95S 6;?B@4?< <, 6B;@B:AB, BF F6B97B <@9A< 5G89F 
D4EEO?4FPES EC4@ < EEO?>< A4 H<L<A7B6O9 E4=FO; 

5. 'EF4AB6< A489:AO= C4DB?P (PIN) A4 @B5<?PAO= F9?9HBA; 

6. "F>?RK< EBID4A9A<9 C4DB?S 6 5D4G;9D9; 

7. !9 BF>DO64= H4=?O < 8DG7<9 6?B:9A<S 6 C<EP@4I, 84:9 9E?< BA< CD<L?< BF F6B<I 8DG;9=. 
�GKL9 GFBKA< G A<I, BFCD46?S?< ?< BA< F959 QF< H4=?O. 
 

*<HDB64O D9CGF4J<O 

 

&<HDB64S D9CGF4J<S - QFB A974F<6A4S <?< CB;<F<6A4S <AHBD@4J<S 6 E9F< B F959. 
�B@CDB@9F<DGRM4S <AHBD@4J<S, D4;@9M9AA4S 6 <AF9DA9F9, @B:9F E9DP9;AO@ B5D4;B@ BFD4;<FPES 
A4 F6B9= D94?PAB= :<;A<. "&<HDB64S D9CGF4J<S" - QFB F6B= <@<8:, >BFBDO= HBD@<DG9FES <; 
<AHBD@4J<< B F959 6 <AF9DA9F9. 

&6B9 @9EFB :<F9?PEF64, GK95O, F6B9 H<A4AEB6B9 CB?B:9A<9, BEB59AABEF< I4D4>F9D4 < 
D4EE>4;O B 5?<;><I - 6E9 QFB A4>4C?<649FES 6 E9F<. 

 AB7<9 CB8DBEF>< ?97>B@OE?9AAB BFABESFES > CG5?<>4J<< ?<KAB= <AHBD@4J<< 6 �AF9DA9F9, 
A9 CBA<@4S 6B;@B:AOI CBE?98EF6<=. &O 84:9 A9 E@B:9LP 8B7484FPES B FB@, KFB HBFB7D4H<S, 
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